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1	Decision/action requested
Request SA WG3 to endorse the proposals in the conclusion and the related CRs.
2	References
[1]	TS 23.586 v18.1.0	Architectural Enhancements to support Ranging based services and Sidelink Positioning
[2]	TS 23.273 v18.3.0	5G System (5GS) Location Services (LCS); Stage 2
[3]		S2-2311465			SL-MO-LR for Ranging and Sidelink Positioning corrections
[4]	TS 33.533 v18.0.0	Security aspects of ranging based services and sidelink positioning
3	Discussion
As per the SA2 LS S3-234480 Reply LS on UE Ranging/SL Positioning privacy profile, SA2 indicates that it expects the content of UE Ranging/SL Positioning privacy profile to be developed by SA3 in TS 33.533. In this discussion paper we will show that the UE Ranging/SL Positioning has some specific aspects that need to be taken into account when specifiying UE Ranging/SL Positioning privacy profile.
The Ranging/Sidelink Positioning privacy profile can be largely based on the UE LCS Privacy Profile defined in clauses 5.4 and 7.1 of TS 23.273 [2], i.e. can be used to control exposure of Ranging/SL Positioning service, e.g. to determine which entities, e.g. AF, NF, LCS Client, are allowed to perform Ranging/SL Positioning and to obtain the Ranging/SL Positioning results. In case of Ranging/SL Positioning, the role of the SL Positioning Client UE needs to be clarified in this context. Furthermore, instead of the service types as defined in TS 22.071 for which the LCS client is allowed to locate the particular UE, it is more appropriate to use the Ranging/SL Positioning Application Identifiers in case of Ranging/SL Positioning service.
Proposal #1: SA3 to develop Ranging/SL Positioning profile to control exposure of Ranging/SL Positioning service/results, taking into account specific aspects related to Ranging/SL Positioning.
In addition, as indicated in step 14 of S2-2311465 [3] which was approved by SA2#159 in October, the location of a Located UE needs to be shared by the LMF as assistance data with a Target UE, in case the Target UE calculates the Target UE’s location. Exposing location information is privacy sensitive and hence exposing the location of Located UE to another UE requires some form of protection in order to mitigate trackability and linkability attacks. Taking the role of Located UE does not necessarily mean that the UE is willing to expose its location information to just any other UE. For example, it may be willing to share its location with the LMF to perform the location calculation of the Target UE, but not share its location to a Target UE, since it may not trust the Target UE with this information. Similarly, if the LMF requests a SL Positioning Server UE to perform the location calculation of a Target UE (e.g. as per clause 6.5.3.1 of TS 23.586 [1]), the LMF may need to share the location of the Located UE to a SL Positioning Server UE that may be different from the Located UE.
As per step 14 of S2-2311465 [3], the LMF should only share the location of the Located UE if the privacy profile of the Located UE allows sharing the location of the Located UE with a Target UE. The current mechanisms of privacy profiles do not cover this and should be extended to include protection against sharing the location of a Located with a Target UE or SL Positioning Server UE for absolute location result calculation of a Target UE. 
Proposal #2: Extend the privacy profile framework with Ranging/SL Positioning specific privacy setting for sharing the location of the Located UE with Target UE or SL Positioning Server UE, in a manner that the privacy profile settings can be used by the LMF.
In order to solve this, the following Ranging/SL Positioning specific privacy settings could be defined, in addition to the service exposure related privacy settings. A possible resulting Ranging/SL Positioning privacy profile could be specified as follows:
	Privacy Profile Data Type
	Presence
	UDM data 

	Ranging/SL Positioning Privacy Indication (RSPI)
	M



O
	Indication of one of the following mutually exclusive global settings:
[bookmark: _PERM_MCCTEMPBM_CRPT92220002___2]-	Ranging/SL Positioning is disallowed
-	Ranging/SL Positioning is allowed (default)

Time period when the Ranging/SL Positioning Privacy Indication is valid

	[bookmark: _PERM_MCCTEMPBM_CRPT92220013___2][bookmark: _PERM_MCCTEMPBM_CRPT41150010___2][bookmark: _PERM_MCCTEMPBM_CRPT62960010___2][bookmark: _PERM_MCCTEMPBM_CRPT04320010___2][bookmark: _PERM_MCCTEMPBM_CRPT06300010___2][bookmark: _PERM_MCCTEMPBM_CRPT30290011___2][bookmark: _PERM_MCCTEMPBM_CRPT30650011___2][bookmark: _PERM_MCCTEMPBM_CRPT07930010___2]Call/session Unrelated Class
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	For any LCS client or AF or SL Positioning Client UE not in the External LCS client list or otherwise identified for the Call/session Unrelated Class, the following data may be present:
-	One of the following mutually exclusive options:
-	Ranging/SL Positioning not allowed (default case)
-	Ranging/SL Positioning allowed with notification
-	Ranging/SL Positioning with notification and privacy verification; Ranging/SL Positioning allowed if no response
-	Ranging/SL Positioning with notification and privacy verification; Ranging/SL Positioning restricted if no response
-	Time period when Ranging/SL Positioning is allowed
-	Geographical area where Ranging/SL Positioning is allowed
-	Indication that codeword shall be checked in UE or one or more codeword values to be checked in GMLC

External LCS client list: a list of zero or more LCS clients, AFs, SL Positioning Client UEs, and LCS Client groups with the following data for each entry:
-	One of the following mutually exclusive options:
-	Ranging/SL Positioning allowed without notification (default case)
-	Ranging/SL Positioning allowed with notification
-	Ranging/SL Positioning with notification and privacy verification; Ranging/SL Positioning allowed if no response
-	Ranging/SL Positioning with notification and privacy verification; Ranging/SL Positioning restricted if no response
-	Time period when Ranging/SL Positioning is allowed
-	Geographical area where Ranging/SL Positioning is allowed

[bookmark: _PERM_MCCTEMPBM_CRPT92220010___2]
Ranging/SL Positioning Application Identifier list: a list of one or more Ranging/SL Positioning Application Identifiers for which the Ranging/SL Positioning Application is allowed to perform Ranging/SL Positioning with the particular UE. The following data may be present for each Ranging/SL Positioning Application Identifier in the list:
[bookmark: _PERM_MCCTEMPBM_CRPT92220011___2]-	One of the following mutually exclusive options:
[bookmark: _PERM_MCCTEMPBM_CRPT92220012___2]-	Ranging/SL Positioning allowed without notification (default case)
-	Ranging/SL Positioning allowed with notification
-	Ranging/SL Positioning with notification and privacy verification; Ranging/SL Positioning allowed if no response
-	Ranging/SL positioning with notification and privacy verification; Ranging/SL Positioning restricted if no response
-	Time period when Ranging/SL positioning is allowed
-	Geographical area where Ranging/SL positioning is allowed
-	Indication that codeword shall be checked in UE or one or more codeword values to be checked in GMLC

[For Located UEs only]
External UE list: a list of zero or more Target UEs or SL Positioning Server UEs with the following data for each entry:
-	One of the following mutually exclusive options:
-	Sharing of location of the Located UE allowed without notification (default case)
-	Sharing of location of the Located UE allowed with notification
-	Sharing of location of the Located UE with notification and privacy verification; Sharing of location of the Located UE allowed if no response
-	Sharing of location of the Located UE with notification and privacy verification; Sharing of location of the Located UE restricted if no response
-	Time period when Sharing of location of the Located UE is allowed
-	Geographical area where Sharing of location of the Located UE is allowed

[For Located UEs only]
For any Target UE or SL Positioning Server UE not in the External UE list or otherwise identified for the Call/session Unrelated Class, the following data may be present:
-	One of the following mutually exclusive options:
-	Sharing of location of the Located UE not allowed (default case)
-	Sharing of location of the Located UE allowed with notification
-	Sharing of location of the Located UE with notification and privacy verification; Sharing of location of the Located UE allowed if no response
-	Sharing of location of the Located UE with notification and privacy verification; Sharing of location of the Located UE restricted if no response
-	Time period when Sharing of location of the Located UE is allowed
-	Geographical area where Sharing of location of the Located UE is allowed
-	Indication that codeword shall be checked in UE or one or more codeword values to be checked in GMLC


	[bookmark: _PERM_MCCTEMPBM_CRPT04320011___2][bookmark: _PERM_MCCTEMPBM_CRPT06300011___2][bookmark: _PERM_MCCTEMPBM_CRPT30290014___2][bookmark: _PERM_MCCTEMPBM_CRPT30650014___2][bookmark: _PERM_MCCTEMPBM_CRPT07930013___2][bookmark: _PERM_MCCTEMPBM_CRPT92220014___2][bookmark: _PERM_MCCTEMPBM_CRPT41150011___2][bookmark: _PERM_MCCTEMPBM_CRPT62960011___2]PLMN Operator Class
	O
	LCS client list: a list of one or more generic classes of LCS client that are allowed to perform Ranging/SL Positioning with the particular UE. The following classes are distinguished:
-	LCS client broadcasting location related information
-	O&M LCS client in the HPLMN
-	O&M LCS client in the VPLMN
-	LCS client recording anonymous location information
-	LCS Client supporting a bearer service, teleservice or supplementary service to the target UE
-	NWDAF in the HPLMN (when the UE is currently being served by the HPLMN)
-	NWDAF in the VPLMN

	[bookmark: _PERM_MCCTEMPBM_CRPT30290015___2][bookmark: _PERM_MCCTEMPBM_CRPT30650015___2][bookmark: _PERM_MCCTEMPBM_CRPT07930014___2][bookmark: _PERM_MCCTEMPBM_CRPT04320012___2][bookmark: _PERM_MCCTEMPBM_CRPT06300012___2]Event report expected area
	O
	Presents a geographical area generated by UE, which is used by GMLC to determine event report allowed area for the UE

	Area usage indication
	O
	Indication of one of the following mutually exclusive global settings on using event report allowed area:
-	Inside reporting (default)
-	Outside reporting

	GMLC address list
	O
	Addresses of GMLC located in local network(s) which are allowed to be used for the UE Ranging/SL positioning



The privacy control of exposure of Ranging/Sidelink Positioning results can be performed by the GMLC using the above UE Ranging/SL Positioning privacy profile. For the privacy control of sharing of the location of Located UE with Target UE or SL Positioning Server UE, the LMF may need to cooperate with the GMLC or get access to the UE Ranging/SL Positioning privacy profile. Since the existing interfaces may need to be extended for this, some alignment with SA2 is needed. For the alignment with SA2 it would be best if an LS would be created.
Proposal #3: Write LS to SA2 to request them to define the necessary interfaces and/or protocols to enable the LMF to obtain information about the privacy profile settings related to sharing the location of Located UEs with Target UE or SL Positioning Server UE for network assisted Ranging/SL Positioning.
In addition to the above considerations and proposals, clause 5.2.2 of TS 23.586 [1] contains the following Editor’s Note related to SA3 that is also related to the privacy of sharing the location of a Located UE:
Editor's note:	Privacy aspects of sharing the location of a Located UE (e.g. to any Target UE) and exposing information about such privacy aspects during discovery (e.g. to facilitate Located UE selection by a Target UE) needs to be aligned with SA WG3.
Knowing early on in the procedures if a Located UE is available to a Target UE not only helps Located UE selection, it is also useful to select which Ranging/SL Positioning procedure to request/invoke. For example, if the Located UE is only willing to share its location with the LMF but not with the Target UE, then the Target UE can use this information to select the network-based procedure instead of the network assisted procedure, rather than to find out later that it is not possible for the Target UE to receive the location of the Located UE
Whether or not such information can be exposed during discovery can be controlled by the Located UE itself, according to its privacy preferences. This is somewhat similar to what is defined in clause 6.3.7 for UE-only operation, with the difference that in case of discovery the discovery may still proceed if a Located UE is willing to make its location available but e.g. only to the LMF, not the discoverer. 
We propose to add a small paragraph to clause 6.3.7 of TS 33.533 to enable a Located UE to convey to the discoverer UE during discovery whether or not it is willing to share its location with the discoverer UE (i.e. in later parts of the procedure when the Located UE is requested to provides its location) in addition to the LMF. Now the procedure would simply fail if the Located UE will not share its location to the peer UE, which is very late in the procedure. 
Below is a copy of the proposed text changes, which is proposed in a different CR than for privacy profiles, since it is different topic. 
[bookmark: _Toc145061237][bookmark: _Toc145059245]6.3.7	Procedure of UE privacy verification for UE-only operation and discovery 
For UE-only Operation in which the network is not involved in Ranging/Sidelink positioning and for discovery, the authorization for UE privacy is based on the local configured privacy verification information to determine whether its location related information can be exposed to the peer UE or not. If during UE-only operation the UE (e.g. Located UE) is requested for its location, the privacy profile allows location exposure, the UE (e.g. Located UE) accepts the request to expose its location related information and proceeds. During discovery, if the privacy profile allows location exposure to the discoverer UE, the discoveree includes a “Location available to discoverer” attribute in the discovery message to the discoverer.

Proposal #4: Specify in clause 6.3.7 of TS 33.533 how to enable exposing privacy related information during discovery through which a UE can convey to that its privacy sensitive location is available to the discoverer UE (e.g. during later steps in the Ranging/SL Positioning procedure). SA3 can inform SA2 in the same LS about this aspect.

4	Conclusions/Proposals
SA WG3 is requested to endorse the following proposals and the related CRs.
Proposal #1: SA3 to develop Ranging/SL Positioning profile to control exposure of Ranging/SL Positioning service/results, taking into account specific aspects related to Ranging/SL Positioning.
Proposal #2: Extend the privacy profile framework with Ranging/SL Positioning specific privacy setting for sharing the location of the Located UE with Target UE or SL Positioning Server UE, in a manner that the privacy profile settings can be used by the LMF.
Proposal #3: Write LS to SA2 to request them to define the necessary interfaces and/or protocols to enable the LMF to obtain information about the privacy profile settings related to sharing the location of Located UEs with Target UE or SL Positioning Server UE for network assisted Ranging/SL Positioning.
Proposal #4: Specify in clause 6.3.7 of TS 33.533 how to enable exposing privacy related information during discovery through which a UE can convey to that its privacy sensitive location is available to the discoverer UE (e.g. during later steps in the Ranging/SL Positioning procedure). SA3 can inform SA2 in the same LS about this aspect.

